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PRIVACY NOTICE 
 

Notice to Customers and Other Individuals relating to the Personal Data 
(Privacy) Ordinance (the “Ordinance”) 

Your privacy, Our priority. 
 

1 

COLLECTION AND STORAGE 

We collect your data 

 through your interaction with us and our products 
and services  

 through the use of cookies and similar technology 
when you access our websites or apps (see our 
"Cookies Policy" for details) 

 from other people and companies, including other 
HSBC group companies 

We may also generate data about you by 
combining and analysing data. If you don't give 
us data, we may not be able to provide products 
or services to you. 

We may store your data locally or outside Hong 
Kong, including in the cloud. We apply our global 
data protection standards and policies wherever 
your data is stored. We're responsible for 
keeping your data safe in compliance with Hong 
Kong law. 

2 
PURPOSE 

We use your data 

 to provide products and services (e.g. banking, 
financial and/or insurance) to you, conducting 
credit checks and other daily operations 

 to manage our business and enforce obligations, 
including exercising our legal rights to collect debt  

 to detect, investigate and prevent financial crimes 

 to verify your identity 

 to send you marketing information if you've 
consented to it (see section 7 below for details) 

 to design our products and analyse how people 
use our services  

 to improve our products, services and marketing 

 to determine the amount of debt owed to or by 
people 

 for other purposes set out in section 6 below 

3 

SHARE 

We share your data with 

 other HSBC group companies 

 third parties who help us provide services to you or 
act for us 

 credit reference agencies (including the operator of 
any centralised database they use), and, in case of 
default, debt collection agencies 

 third parties whom you’ve consented to share data 
with (including using application programming 
interfaces) 

 other third parties as set out in section 8 below 

We may share your data locally or outside Hong 
Kong. 

4 

YOUR RIGHTS 

Access and correction 

You can request access to the data we store about you.  
We may charge a fee for this. 

You can also ask us to 

 correct or update your data 

 explain our data policies and practices 

Your control on marketing preferences 

You control what marketing information you receive from 
us and how you receive it. 

You can change your marketing preferences any time by 
contacting us via Customer Service Hotline (852) 2822 
0228 or updating your preferences on Personal e-
Banking. 

You can contact us 

Data Protection Officer 

Hang Seng Bank Limited  

83 Des Voeux Road Central, Hong Kong 

Fax: (852) 2868 4042 
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*Cookies Policy:  https://www.hangseng.com/en-hk/resources/important-message/#cookies 
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5 

DATA 

We may collect 

 personal information you provide to us in 
connection with our products or services 

 biometric data such as your voice ID, finger print 
and facial recognition data 

 your geographic and location data based on your 
mobile or other electronic device 

 data from people who act for you or who you deal 
with through our services 

 data from public sources, credit reference, debt 
collection and fraud prevention agencies, and 
other aggregators 

 other data generated when you use our products 
or services 

6 

OTHER PURPOSES 

We further use your data  

 to create and maintain our credit scoring models 
and ensure your credit worthiness 

 to comply with laws, regulations, contractual 
arrangements, requirements (including our 
internal policies), or requests in or outside Hong 
Kong that we or the HSBC Group are under (our 
compliance could be mandatory or voluntary) 

 to provide you with personalised advertisements 
on third party websites (this may involve the 
combination of your data with others)  

 to enable our assignee to evaluate a transaction 
intended to be assigned 

 for other purposes relating to the above (in 
section 2 and section 6) or to which you have 
consented 

If you provide data about others 

If you provide data to us about another person, 
you should tell that person how we’ll collect, use 
and share their data as explained in this notice 
and it’s best to seek their consent. 

7 

DIRECT MARKETING 

Means using your data to send you details about 
financial, insurance, rewards or loyalty programmes, 
or related products, services and offers provided by 
us or our co-branding, rewards or loyalty programme 
partners or charities. 

We may use data such as your name, contact 
details, products and services portfolio information, 
transaction patterns and behaviour, location data, 
financial background, demographics, mobile device 
ID, and data relating to your usage of our websites 
and apps when we market to you.  

8 

FURTHER SHARING 

We further share your data with 

 local or overseas legal, regulatory, law enforcement, 
government, tax and other bodies or authorities, and 
any partnerships between law enforcement and the 
financial sector  

 any person who you hold a joint-named account with, 
people who can provide instructions for you and 
anyone who is providing (or may provide) security for 
your loans 

 counterparties to banking, securities and other 
financial transactions 

 any third party financial institutions, insurers, credit 
card companies, securities and investment services 
providers and any other third parties who we may 
transfer our business or assets to so they can 
evaluate our business 

 partners and providers of reward, co-branding or 
loyalty programmes, charities or non-profit 
organisations 

 drawee banks of cheques  

 merchants and card acquirers of merchants 

 our actual or proposed assignees 

9 

CREDIT INFORMATION 

If you apply for, have, or have had, a loan 
including a mortgage 

We'll perform credit checks on you which may involve us 
providing your loan data to credit reference agencies 
(CRAs) (including the operator of any centralised 
database used by CRAs), and in the event of default, to 
debt collection agencies. The CRAs will add this data to 
their database and any centralised database used by 
them, which is available to other credit providers to help 
them assess whether to provide you with credit. You can 
ask us what data is routinely disclosed to CRAs, and 
make further data access and correction requests to 
them if needed. 

The CRAs will keep your data. You can request us to ask 
the CRAs to delete it once you’ve fully repaid your loan. 
They’ll only do this if: 

 none of your payments were more than 60 days 
overdue in the 5 years before you fully repaid your 
loan. If they were, the CRAs will keep your data for 5 
years from the date you fully paid that missed 
payment;  

 you aren’t declared bankrupt with an amount under 
your loan being written off. If you are, the CRAs will 
delete that record after 5 years from the date you’re 
discharged from bankruptcy (you must tell them 
when this happens) or 5 years from the date you fully 
repay the overdue loan amount 

This notice will apply for as long as we store your data.  
We'll normally send you the latest version once a year. In 
case of discrepancies between the English and Chinese 
version, the English version shall apply and prevail. B
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